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The aim of this Acceptable Use Policy (AUP) is to ensure that pupils will benefit from learning opportunities offered by the school’s Internet resources in a safe and effective manner. Internet use and access is considered a school resource and privilege. Therefore, if the school AUP is not adhered to this privilege will be withdrawn and appropriate sanctions – as outlined in the AUP – will be imposed.
It is envisaged that school and parent representatives will revise the AUP annually. Before signing, the AUP should be read carefully to ensure that the conditions of use are accepted and understood.
This version of the AUP was created on 17/10/2011 by the Staff of Ardkeeran NS and updated in June 2016. It was updated again in April 2020 to meet the challenges of COVID-19, and the distance learning needs of pupils, teachers and parents as it relates to online. It has now been updated in January 2023.

The school employs a number of strategies in order to maximise learning opportunities and reduce risks associated with distance learning. These strategies are as follows:
Facilitation of a safe online learning environment for Ardkeeran NS
· Online learning sessions are always supervised by a teacher in school.
· In order to minimise the risk of exposure to inappropriate material Ardkeeran N.S. has PDST filtering programme activated. Further information on this is located here https://www.pdsttechnologyineducation.ie/en/Technology/Schools-Broadband/Content-Filtering/
· The school regularly monitors pupils’ online learning usage by checking the history tabs on laptops and IPADS. Apps can also be locked so pupils can only access one app at a time. 
· Students and teachers provided with training in the area of Internet Safety Day is always celebrated and it is included in the SPHE curriculum (i.e. https://www.webwise.ie/)
· Uploading and downloading of non-approved software is not be permitted
· Virus protection software is used and updated on a regular basis (AVG)
· The use of personal memory sticks, CD-ROMs, or other digital storage media in school requires a teacher’s permission.
· Students treat others with respect at all times and will not undertake any actions that may bring the school into disrepute.
Rules governing Distance Learning 
All parents will be required to consent to the following

1. Teachers will only engage with pupils via their parents email, Seesaw or Aladdin. At no time will teachers email directly to pupils..
2. Parents must supervise their children at all times while they are engaged in a Zoom lesson.
3. Zoom lessons remain the property of the class teacher. Under no circumstances can they be uploaded to any other platform be it educational or not. Recording, photographing or sharing the recording is strictly forbidden.
4. Any breaches of these rules will be considered very serious and dealt with  by the school Code of Discipline 
5. Staff, families and students are expected to behave in an appropriate, safe, respectful and kind manner online.
6. For video/Zoom calls, parental permission is implied, as the link to a video call will be communicated via Seesaw. Essentially, by virtue of the pupil logging on to the call, permission is assumed.
7. For security reasons, passwords will be provided to families, where applicable.
8. Ardkeeran NS cannot accept responsibility for the security of online platforms, in the event that they are hacked.
9. Communication using a mobile phone will not be frequent, but in the rare exception where it is necessary, staff members will ensure that their caller ID is private 

Guidelines for staff members using online communication methods:

1. Under no circumstances can pictures or recordings be taken of video calls/Live Zoom lessons. 
2. Staff members will have high expectations regarding pupil behaviour, with any communication which takes place online. 
3. Staff members will seek to become familiar with apps before using them with pupils.
4. Staff members will report any concerns regarding online behaviour or interactions to school management. 
5. Staff are encouraged to generate a new meeting ID and password for each Zoom meeting being held.
6. Staff members will notify parents/guardians of the date, time and password for a video call via email. 


Rules for pupils using online communication methods/ video calls/ Live Zoom:
1. Pictures or recordings of the video call/live zoom are not permitted under any circumstances
2. Remember our school rules - they are still in place, even online ie appropriate dress, showing respect to others while they are speaking, raise your hand and speaking in your normal voice using appropriate language.  
3. Set up your device in a quiet appropriate space, with no distractions in the background.
4. Ensure that the school has the correct email address/Seesaw details for inviting you to join apps and meetings.
5. Be aware that when participating in-group video calls, you can be seen and heard unless you are muted or have disabled your camera. 
6. You will automatically enter a waiting room when the code for a Zoom call is  entered. Please note that school staff will only accept users into video call if you can be identified by the display name on your zoom account.
7. Please ensure that your child is on time for a scheduled video, or they may be locked out. Please request to join the Zoom call approximately five minutes before the scheduled start time. This will give school staff time to verify your pupils name. 
8. Make sure to familiarise your child with the software in advance. For video in particular, show them how to mute/unmute and turn the camera on/off.
9. An appropriate background/room should be chosen for the video call.
10. For detailed information on GDPR and Zoom, please visit https://zoom.us/privacy
11. When submitting work online ensure  work and pictures that are appropriate - have an adult take a look at your work before you send it.
12. Use kind and friendly words
It is important to note that any breach of the above guidelines may result in a discontinuation of this method of communication. A breach may also result in a person being immediately removed from a meeting or in a meeting being immediately terminated. In this case, the child’s parent will receive a report on the incident. A pupil may be temporarily/permanently excluded as a result of non compliance with these rules.  All actions are taken in line with the school code of discipline.





Guidelines for parents and guardians:
For learning
1. It is the responsibility of parents and guardians to ensure that pupils are supervised while they work online. 
2. Check over the work which pupils send to their teacher, ensuring it is appropriate.
3. Continue to revise online safety measures with pupils.
​

Student Commitment of a Safe Online Learning Environment
· Students must not intentionally visit Internet sites that contain obscene, illegal, hateful or otherwise objectionable materials. (which may not be flagged by the PDST filter)
· Students must report accidental accessing of inappropriate materials in accordance with school procedures.
· Students must use the Internet for educational purposes only.
· Students must not copy information into assignments and fail to acknowledge the source (plagiarism and copyright infringement).
· Students must never disclose or publicise personal information.
· Downloading materials or images by students that are not relevant to their studies, is in direct breach of the school’s acceptable use policy.
· Students must use approved class email accounts under supervision by or permission from a teacher.
School Blog/Facebook

· Permission slips referring to children’s images being upload to the blog/Facebook, are completed upon enrolment in Ardkeeran N.S.
· Teachers publish projects, artwork or schoolwork on the Facebook page/school blog in accordance with clear policies and approval processes. Children are not named unless specific parental approval has been granted. 
· The school endeavours to use digital photographs, audio or video clips focusing on group activities.
· The school website/Facebook page avoids publishing both the first name and last name of individuals in a photograph.
· The school ensures that the image files are appropriately named.
· Pupils will continue to own the copyright on any work published.

I-pads

· Each class has a designated time for I-pad usage.
· Children are only allowed to open the apps their teachers have told them to.
· Any research/videos or photos taken on the IPads are done so under supervision of their class teacher.
· At the end of each session the children are responsible for closing apps and turning off the I-pad they used.


Pupils are not allowed bring their phones to school. In the event that they need their phone with them for after school usage, it MUST be given to the class teacher until after school and be turned off.

Children using their own technology in school, such as leaving a mobile phone turned on or using it in class, sending nuisance text messages, or the unauthorized taking of images with a mobile phone camera, still or moving is in direct breach of the school’s acceptable use policy.
Internet
1. Internet will be used for educational purposes only
2. Internet sessions will always be supervised by a teacher.
3. Pupils will seek permission before entering any Internet site, unless previously approved by a teacher
4. Filtering software will be used to minimise the risk of exposure to inappropriate material
5. The school will regularly monitor pupils’ internet usage
6. Pupils will receive training in the area of internet safety
7. Pupils will be taught to evaluate the content of internet sites
8. Teachers will be made aware of internet safety issues
9. Uploading and downloading of non-approved material is banned
10. Virus protection software will be used and updated on a regular basis
11. The use of personal floppy disks, external storage devices or CD-ROMS in school requires a teacher’s permission
12. Pupils will observe good “netiquette” (etiquette on the internet) at all times and will not undertake any action that may bring a school into disrepute
13. ‘YouTube’ (and similar sites) can be accessed only under the supervision and direction of the teacher.
Filtering 
‘Filtering’ is a term used to describe a way of limiting the content of web pages, emails, chat rooms and other electronic data to which users may be exposed. No filter is 100% accurate. The most effective filtering tool is adult vigilance. 
Many browsers have their own built in filtering tool e.g. Google. Google’s search engine has a built-in “Safe Search”. This filter eliminates sites that contain pornography and explicit sexual content from search results. It is easily applied by clicking on the Preferences link on any Google page. Unfortunately it is also easily removed.
 The access to websites from all school computers is monitored and regularly reviewed by the NCCA. Websites are only allowed through following a verification of their suitability.


Legislation

The school provides information on the following legislation relating to use of the
Internet which teachers, students and parents should familiarise themselves with:

· Data Protection (Amendment) Act 2003
· Child Trafficking and Pornography Act 1998
· Interception Act 1993
· Video Recordings Act 1989
· The Data Protection Act 1988

Support Structures

The school informs students and parents of key support structures and organisations that deal with illegal material or harmful use of the Internet.

Sanctions

Misuse of the Internet may result in disciplinary action, including written warnings, withdrawal of access privileges. This is done in conjunction with the school Code of Discipline. The school also reserves the right to report any illegal activities to the appropriate authorities.

To continue with the education of our pupils the following steps during a school closure distance learning was set up 

· All teachers set up their own school email addresses. They communicate with their class groups via the parents` email addresses or Seesaw.
· Work is sent out daily and the parents/pupils return the work via Seesaw or email. Teachers will communicate with pupils via Seesaw
· All teachers engaged in CPD to further enhance their knowledge of platforms such as Zoom. 
· SEN teachers and class teachers may teach online using a platform such as ZOOM for live teaching/interaction with their class groupings.
· All teachers may record lessons on platforms such as Zoom/SeeSaw etc and email the link to parents or send this out via Seesaw.
· SNAs may also engage with their pupils using ZOOM.
· Parents will be required to give their consent and approval if a platform such as ZOOM to be used in Ardkeeran NS.
· See appendix to this policy to see parental consent from.

This policy was ratified at a BoM meeting 



Signed:		____Fiona Candon____________________________
Chairperson BoM


Dated:			25/1/2023________________________________



This will be sent via email.
We will send an acceptance via Aladdin which parents accept/reject

Sample Letter to Parents
Dear Parent/Guardian,
As part of the school’s education programme we offer pupils supervised access to the Internet. This will allow pupils vast educational opportunities by helping them for example, locate material for projects, communicate with students from different cultures, become independent in controlling their own research and become independent learners. 
While we as educationalists recognise the value of the Internet as a resource, we must also acknowledge the potential risks to students. We feel that the answer is not to ban the use of the Internet in school but to teach pupils to recognise the risks and to become Internet Wise. We also allow limited access to ‘YouTube’ on a strictly supervised basis. This is to allow access to a huge range of educational material. The filter to prevent access to unsuitable material on YouTube is also in operation.
This process is the responsibility of the school and the parent/guardian.
For this reason we have reviewed our Acceptable Use Policy  a school policy on Internet safety. Parents must also set and convey standards of usage to their children.
It is important that you read the school’s Acceptable Use  Policy and sign the attached document.
There is also a document for pupils to sign. Parents should discuss this document with their children to ensure that they clearly understand the school rules with regard to Internet usage.
Mise le meas,

____________________
 Principal


Responsible Internet Use
Pupil Undertaking
We use the School computers and Internet connection for learning.These rules will help us to be fair to others and keep everyone safe.
· I will ask permission before entering any website, unless my teacher has already approved that site
· I will not bring external storage devices such as pen drives (or memory sticks/USB keys etc.) into school without permission
· I will not use internet chat rooms/social media sites/facebook etc in school.
· If I see anything I am unhappy with or I will tell a teacher immediately
· I know that the school may check my computer files and may monitor the sites I visit
· I understand that if I deliberately break these rules, I could be stopped from using the Internet and computers and my parents will be informed.


Signed: __________________________________________________________Pupil(s)
Signed: _________________________ Parent/Guardian
Date: _______________                  




Internet Permission Form

Name of Pupil(s):  _____________________________________________

Class(es):              _____________________________________

As the parent or legal guardian of the above child, I have read the Internet Acceptable 
Use Policy and grant permission for ______________________________________ 
(name(s): son/daughter) to access the Internet. I understand that school internet usage is for educational purposes only and that every reasonable precaution will be taken by the school to provide for online safety.
I accept my own responsibility for the education of my child(ren) on issues of Internet Responsibility and Safety. 
I understand that having adhered to all the enclosed precautions the school cannot be held responsible if my child tries to access unsuitable material.


Signature:    1. _________________________  2. __________________________

                     Parents/Legal Guardians

Date:               ___________________

School Website/Facebook page 
I understand that, if the school considers it appropriate, my child’s schoolwork may be chosen for inclusion on the school’s website. I understand and accept the terms of the Acceptable Usage Policy in relation to publishing pupils’ work and photographs of school activities on the website.
Signature:    1. _________________________  2. __________________________
                           Parents/Legal Guardians

Date:               ___________________

Permission Form (Online learning)

Please review the attached Ardkeeran N.S. Internet Acceptable Use Policy, sign and return this permission form to the Principal.

Name of Pupil:	______________________

Class:			______________________

Parent/Guardian
As the parent or legal guardian of the above pupil, I have read the Acceptable Use Policy and grant permission for my son or daughter or the child in my care to access the Internet/use IPads and engage in online learning platforms. I understand that Internet access is intended for educational purposes. I also understand that every reasonable precaution has been taken by the school to provide for online safety but the school cannot be held responsible if pupils access unsuitable websites.

	
	
	I do not accept the above paragraph □
	

	I accept the above paragraph □
	
	

	(Please tick as appropriate)
	
	




In relation to the school website, I accept that, if the school considers it appropriate, my child’s schoolwork may be chosen for inclusion on the website. I understand and accept the terms of the Acceptable Use Policy relating to publishing children’s work on the school website.

I accept the above paragraph □ I do not accept the above paragraph □ (Please tick as appropriate)


Name: _________________________________ Date: ____________________

Signature: _____________________________



